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Foreword

We are pleased to release this latest issue of Aurexia’s Asia Pacific Regulatory Watch newsletter, covering some of

the recentregulatory developmentsin Singapore:
1) Guidelines on Business Continuity Management (BCM), issued by MAS
2) Overview of the Insurance Actamendments proposed by MAS and directimpacts

3) Fintech Opensee (recognized forthe FRTB product of the year by Risk.net)

Financial Institutions should follow the updated MAS Business Continuity Management guidelines to ensure their

BCM framework meets the updated requirements and is relevantin the event of incidents.

Also, the MAS has published proposed amendments of the Insurance Act reflecting international developments

and best practices and providing further clarifications.

Lastly, we are delighted to present the established French Fintech Opensee in our FinTech Corner: their solution
provides self-service real-time analytics for finandal institutions and was named “Fundamental Review of the

Trading Book (FRTB) product of the year” by Risk.net.

If you wish to discuss any of these or otherregulatory topics with us, please do not hesitate to contact us!
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Sithi SIRIMANOTHAM Marcel THURAU Sebastian LSOHN
Partner & Group COO Director (Hong Kong) Director (Singapore)
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Overview of MAS’ revised Business g
Continuity Management (BCM) guidelines

Background

In June 2022, the MAS (Monetary Authority of Singapore) published a new set of Business Continuity

Management (BCM) guidelines to financial institutions (Fl) with an end-to-end critical business service-focused

approach, which would ensure the continuous delivery of business services to their clients.

From the date of issuance, FIs have 12 months to adopt the BCM Guidelines. In addition, Fls are required to build
their BCM audit plan within one year, with the first BCM audit to take place within 2 years from the issuance of

the BCM Guidelines.

Definition and purpose of Business Continuity Management (BCM)

Business continuity is a business's level of readiness to maintain critical functions after an emergency or
disruption. These may be caused by different types of events, including (but not limited to) indude security

breaches, cyber-attacks, terrorism attacks, natural disasters (e.g. earthquakes or flooding) and power outages.

A business continuity plan has three key elements: resilience, recovery and contingency. A Fl need to increase
operational resilience by designing critical functions and infrastructures with various relevant risks in mind;

mitigation measures caninclude staffing rotations, data redundancy and maintaining overcapacity, forinstance.

For cases of possible emergency or disruption, MAS is particularly concerned about the stability of the financial
state and the quality of services. Fls are expected to set up business continuity measures to ensure services and

ongoingoperations afterthe impact of an operational disruption.
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Identify Critical Business Services and Functions & Implement a Service Recovery Time Objective (SRTO)

Considerations for Fls

In case of disruptions of a business function, all
business services that are dependent could be
disrupted, impacting FI’s operations and safety.
Recovery of functions and business should be
coordinated based on criticality.

The SRTO is an indicator for the expected
recovery time for each business service, in order
to better prioritize resources and monitor the
recovery progress post disruption impact.

Proposed actions

1.

& @

Identify and maintain list of critical business services and functions
by consideringthe potential impact of their unavailability.
Establish recovery strategies with an end-to-end view of
dependencies and ensure clear accountability and responsibility.
Follow-up on remedial actions and assign ownership.

Establish SRTOs for each critical businessservice.

Define clear criteria for BCP activation when a business service is
partially disrupted, in order to avoid a service degradation.

Map and Mitigate Dependency & Concentration Risk

Fls are required to mitigate risk resulting from
reliance on common IT systems, people,
resources.

Fls should pay particular attention to third-party
dependencies.

Concentrating people, technology or required
resources in the same zone or to a single service
provider can lead to exposing banks to a
concentrationrisk.

Map end-to-end dependencies
technology and other resources.
Set up measures for third parties to meet SRTOs, through regular
reviews of operational level, SLAs, BCPs, dedicated people, audit,
tests, plans and procedures to address disruptions.

Separate critical business services and functions in several zones,
sites, infrastructures; split team across different zones and train
them on transversal topics and roles to manage concentration
risks.

covering people, processes,

Ensure Continuous Review and Improvement

FIs should make the BCM an ongoing effort to
ensure itaddress the latestand plausiblethreats.
In a context of globalization and technological
progress, Fls should ensure that the BCM remain
relevant and forward looking.

1.

2.

Identify and monitor all external threats and developments

potentially disrupting operations.

Do a gap analysis after operational disruption to identify areas of
improvement.

Update BCP and test plans based on operational changes and
threat landscape.

Review SRTOs, RTOs and dependencies annually or upon material
changes.

Test phases arecrucialto measure to the
Business Continuity Plan (BCP) effectiveness. Test
activities alsoaimto familiarize personnel and
third parties and verify the SRTOs.

BCM auditis crucialin order to receive and
independent view on the adequacyand
effectiveness of the BCM (post testing phases).

Plan test activities to validate the effectiveness of the BCPs,
familiarise personnel and verify that SRTOs can be met.

Follow-up on remedial actions with assigned ownership

Participate to industry exercises to strengthen coordination and
improve effectiveness.

Initiate an independent audit at least once every three years and
submitauditreports to MAS upon request.

Develop a robust processes to manage Incident and Crisis

Vigorous processes to manage incidents,
resolution and communication need to be set to
help restarting the business services within SRTO.
A crisis management frame needs to be in place,
with clear triggers for activation, plans,
procedures, tools for decision making and
communication with stakeholders.

1.

Implement processes to manage incidents and crisis to restart
critical businessservices and functions.

Establish clear communication channels with staff and external
stakeholders to provide updates.

Notify MAS via incident reporting template within one hour upon
discovery of severe incidents.

Implement a strong governance of Board and Senior Management

The Fl Board and Senior Management are
responsiblefor the business needs and client
obligations, through an effective BCM framework,
with sufficientresources and strong governance.

| in

Board and senior management should provide clear governance.
Senior management should provide annual attestation to Board
and MAS upon request on FI’'s BCM preparedness, alignment to
BCM Guidelines and key issues.
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Key takeaways

* Fls are expected to have a BCM framework that is

consistent with standards and industry best practices.

* BCM arrangements should be regularly tested, reviewed,
audited and updated to ensure their effectiveness and

relevance.

* Fls should identify their critical business functions and
systems and develop appropriate strategies and plans to

ensure their continuity in the event of disruptions.

* BCM plans should include crisis management and
communication plans, alternative operating arrangements

and recovery plans.

* Incident management procedures, induding reporting and

escalation protocols should be established.

* Fls should ensure that their staff is trained and participate

to regulardrills and exercises.

= The guidelines are extensive and cover many aspects of BCM, incl. but not limited to processes, governance
and upskilling. Fls should conduct a gap analysis and aim for a holistic implementation across all affected

divisions, functions and departments.

= FlIs should focus their efforts on dependencies mapping, ensuring to be exhaustive and paying a particular

attention on mitigating third-party dependencies.

= Developing and implementing an BCM framework requires spedalized expertise in BCM across different parts
of the organisation, which may not be readily available within an Fl. Fls may consider investing in training or

hiring specialized personnel to build the necessary expertise.

= Maintaining effective BCM arrangements requires regular testing, auditing and maintenance, which can be

resource-intensive and time-consuming for Fls.

* Fls should look at BCM beyond regulatory requirements, e.g. understanding and nurturing its value in a wider

L strategicandrisk management context. )
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Singapore: Overview of Insurance Act i
amendments and expected impacts

Background

The Insurance Act (IA) 1966 is the main regulatory framework that governs the regulation of insurance business in
Singapore, induding insurers, insurance intermediaries and related institutions. As such, it covers direct insurance
business (life and composite), reinsurance, captive insurance and all brokers and intermediaries linked with the
insurance industry. MAS was seeking feedback and comments on their proposed revisions and additions in the
course of a consultation which ended mid-January 2023. Upon completion of the consultation process, the
finalized draft will be subject to the legislative process. MAS also proposed two amendments with regards to

insurance brokersinthe Insurance (Intermediaries) Regulations (lIR).

Proposed changes and underlying rationale

In orderto ensure thatits regulatory regime forinsuranceactivities remains relevant, risk-proportionate andin
line with international best practices, MAS aims to enhance the regulatory framework with afocus on:
* reinforcingregulations on newinsuranceactors (e.g. brokers), and

* ensuringaregulatory framework thatis consistent with other markets and regions.
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Upcoming key changes in the IA it

i) Introduction of an anti-commingling policy

MAS is proposing an anti-commingling policy to regulate the behaviour and investments of insurers in Singapore. The
policy aims to ensure that insurers remain focused on their core insurance business and avoid potential risks from non-
insurance businesses. The policy prohibits insurers from directly undertaking businesses other than insurance and
permissible ones, using their names, logos, or trademarks on physical infrastructure or other entities, and acquiring or

holding a major stake in any corporation without prior approval from MAS.
ii) Oversight of insurers’ outsourcing initiatives

MAS proposes to strengthen its oversight of insurers' outsourcing arrangements in the Insurance Act. This will require
insurers to conduct due diligence on service providers before entering outsourcing arrangements, and include
provisions relating to confidentiality, audit rights, provision of records and termination in outsourcing contracts.
Specific outsourcing requirements will be set out in a Notice on Outsourcing by Insurers, on which MAS will carry out a

public consultation on separately.

iii) Restitution of insurance funds

MAS plans to set explicit powers to require insurers to restitute their insurance funds for Participating (Par) and
Investment-Linked (IL) policies in certain cases. In the past, there were instances where MAS required insurers to
restitute their Par and IL funds due to various reasons, such as subsidizing tranche products that were under-priced and

erroneous charging for payments related to non-Par policies or investment losses arising from operational delays.

i) Clarification of MAS’ existing policy intent

MAS is providing more clarity on their policy intent by proposing changes in the Insurance Act. These changes include
extending the requirement of separate insurance funds for captive insurers carrying on life business, establishing
separate insurance funds for reinsurers, requiring captive insurers to appoint an approved actuary, and amending the

definition of marine mutual insurance business to allow mutual insurers to write non-mutual business and make

supplementary premium calls.
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ii) Alignment with other provisions within the IA or other MAS-administered Acts

MAS removed or revised several sections of the IA to harmonize it with other MAS-administered Acts, such as the
Banking Act or the Securities and Futures Act. This will improve consistency and clarity across different regulatory
regimes. The proposed amendments incdude revisions of penalties, alignment of terminology and governance and

auditrequirements.
iii) Update of provisions to reflect changes in policy intent

In order to reflect changes in policy intent, MAS is proposing to amend certain provisions in the Insurance Act.
Firstly, the fixed deposit requirement for authorised reinsurers is proposed to be removed, and only a bank
covenant will be accepted as reinsurance deposit. Secondly, the nomination of beneficiaries (NOB) framework will
be updated to allow policy owners of joint life insurance polides to effect trust or revocable nominations, subject

to certain conditions. Lastly, MAS proposes to remove the flexibility to vary the definition of "accounting period".

MAS is proposing two amendments to the Insurance (Intermediaries) Regulations (IIR) to ensure effective
supervisory oversight of registered insurance brokers. The first amendment requires registered insurance brokers
to notify MAS of material adverse developments and matters affecting the fitness and propriety of their
substantial shareholders, controllers, and key officers. The second amendment requires registered insurance
brokers to have compliance arrangements, risk management policies, and internal controls in place that are

appropriate fortheirbusiness.
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Impacts on insurers and brokers S

Three majorimpacts can be identified forinsurers and brokers from the new amendments of the Insurance Act.

Review investments in non-insurance businesses Source: consultation paper

MAS’s  proposal to reinforce  Anti-

Yes No

Commingling Policy may have a significant v v
Insurer may carry on

. A A , L. the non-insurance
impact on licensed insurer’s existing and business without MAS’

approval
future  investments in  non-insurance ves ¢ | o

. Insurer may proceed
businesses as they could only expand or without MAS’ prior
. . . Lo . . approval, subject to the
diversify their activities to given permitted conditions prescribed
. Yes No

types of business by the regulator. v v

Insurer may conduct
the non-insurance
business asapproved

, , , by MAS
Extended supervisory oversight on outsourcing

MAS proposes to extend its powers with regards to enhanced supervisory oversight of outsourcing activities.
Insurers will have to perform due-diligence on service providers before entering into an outsourcing arrangement.
Insurers will also have to update their policies and procedures for both arrangements with its branches or head
office as well as outsourcing arrangements with external parties to include requirements related to protection of
confidentiality of customer information, right of audit, provisions of documentation upon MAS’ request,

outsourcing termination and sub-contracting arrangements.

Reinforce brokers’ control framework and MAS supervisory oversight
MAS intendsto betterstructure brokers’ control framework and take supervisory actionin atimely manner:

* All brokers will be expected to promptly inform MAS of material adverse developments. This requirement also

extendsto developments regarding the fitness and propriety of their substantial shareholders.

* MAS is already expecting registered insurance brokers to have in place compliance arrangements, risk
management policies and internal controls as set out in MAS’ Guidelines on criteria for the registration of an
insurance broker. In this consultation paper, MAS proposes to include those expectations in the Insurance

(Intermediaries) Regulation to ensure consistency of with similar regulations applicable to banks, insurers,

capital marketsintermediaries and licensed financial advisers
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Winner opensee

Presentation

Opensee provides self-service real-time analytics to financial institutions, allowing business users to store, extract,
aggregate, explore, analyse and visualise all their data on demand, regardless of the size of their dataset and at

any level of detailand history.

Opensee helps risk managers, front-office traders and other business users improve their business requirements,
such as risk monitoring, trade execution quality management and helps them respond more effectively to
regulatory reporting. The company’s background, composed of former bankers and big data experts, enables
financial institutions to rethink their risk data organisation while implementing the technology to achieve their

objectives.

Fundamental Review of the Trading Book (FRTB) product of the year 2023

Since the global finance crisis, regulators are more demanding with finandal institutions to cope with market risk
variations and require adequate capital requirement that banks must hold to absorb market risk losses. The
Fundamental Review of Trading Book framework which has to be implemented between 2023 and 2025 in APAC
region defines the new standards by introducing new market capital requirement calculations. Opensee has been

awarded for the FRTB product of the year 2023 by Risk.net thanks to their innovative data analytics solution.

Opensee solutionis designed for financial institutions to address regulatory requirements such as the FRTB.

e Added Value
> 4 v
= Multi sourcing management for Market Risk, Counterparty Credit Risk, P&L [ Calculate and ] Simulate ‘what ifs' ]
+ Volume & Performance limitation {Integre understand granularly (new transactions,
+ Limited access to granularity and history for Sensitivities, VaR, ES... any V_aR, FRTB"_‘ ar str.ess scenarios,
business metric | business strategy)

« Ensure data consistency & reconciliations

- Strong operational risk while adjusting manually Aggregate capital PO
charge on the fly 2
g compare allocation
+ Low flexibility of calculation engines (“black box" effect) across a'I‘Y .:-.\)(Is of method outcomes
analysis
+ Impact assessment of adjustments in timely manner ¥ s
o |+ Long implementation process for regulatory metrics (FRTB-SA/IMA, DRC...) 5
+ Freshness and understanding of results shared with local stakeholders ] e : : Manage and certify any E”[")bEddEd IAI pregad
f o fs i . ata exploration
+ Heterogeneity of expected dashboards ¥ Data visualisation & adjustment DatapQuality
| Dashbeoarding

The specificity of the FRTB framework is that it requires a huge amount of data both in transaction level and
historical data that banks need to aggregate or disaggregate at the most granular level. In addition, banks have
the option between two methods when they calculate capital requirement: a standardized approach (SA) and an

internal model approach (IMA).

in 11
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The revised SA brings significant changes and complexities by introducing the Sensitivities Based Methodology
(SBA) and banks will no longer be using basic formulas to calculate their capital requirements. Regarding IMA, the
regulator is required an alignment of trading desk and risk management pricing and banks must manage a huge

volume of data at transaction level as well as historical data.

The challenge for banks is the accuracy and the rapidity of risk management calculations and regulatory reporting
while managing data infrastructure and related costs. In addition, users must simulate between SA and IMA to

determine the most appropriate approach which require to manipulateavery large amount of data.

A cutting-edge solution that combines flexibility and easy implementation

Opensee has been created by former Risk and Capital Markets executives and big data experts, frustrated at not
being able to find a big data analytics solution that enabled them to navigate into their data easily in real time.
Until now, the existing tools in the market were either ready-to-use solutions, with no flexibility in their set up, or

platforms that provided flexibility but required a complex and time-consuming implementation.

Opensee combines these two worlds by offering packages induding pre-configured Python calculators required
for FRTB calculations while allowing an easy implementation in an on-premise, cloud, multi-cloud or hybrid
environment. The Opensee solution is leveraging on a powerful parallel processing database, without limits and

with a fast OLAP (Online Analytical Processing) query response time.

Banks using Opensee as the Core tool in their FRTB framework can accurately calculate market risk metrics,
simulating multiple scenarios and navigating from the most granular level to aggregate level, with no limits on the

size of the datasets. Forfurtherinformation on FRTB use case, a demo can be watched here.
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Bringing value, Together

© 2023 Aurexia Pte Ltd. Material in this publication may not be copied, reproduced or republished in any way
except for your own personal, non-commercial use. Prior written consent of Aurexia Pte Ltd must be obtained if
you intend to reuse. The contents of this publication represent the views of Aurexia and should not be taken as
advice or the provision of professional services in any way.

Aurexia Pte Ltd is a Private Limited company registered in Singapore. Aurexia Pte Ltd is part of the global Aurexia
group, which also has offices in France, Luxembourg, London and Hong Kong.
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